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Abstract: Cloud computing is becoming increasingly famous now a days because of its advantages like adaptability, 

accessibility, and on-demand access for network. These tempting qualities of cloud computing making organizations 

and people to outsource their sensitive and huge amount information to the cloud instead of maintaining external costly 

storage disks. In spite of the fact that there are many advantages there is always been security issue when out sourcing 

data in the form of plain text. This security issue actuates information proprietors to encode information and outsource 

to the cloud. By encoding information enhances the information security however the information effectiveness is 

reduced because of the fact that seeking on scrambled information is troublesome. To overcome from this issue, 
proposing a rated tree structured index-tree and allowing system to follow the Greedy depth first search over index tree 

for fetching files which are matched with given multi-keyword input query. 
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I. INTRODUCTION 

 

In spite of the rich benefits of cloud computing, for privacy concerns, individuals and enterprise users are hesitant to 

outsource their sensitive data, including emails, personal health records and organization’s confidential files, to the 

cloud. Because once delicate data are outsourced to a remote cloud, the corresponding data owners lose directly control 

of these data. Cloud service providers can have access to this sensitive data and misuse it. However, these techniques 

don't shield owner’s information from the CSP, since the CSP has full control of owner’s information, Cloud 
equipment and programming. Encoding of sensitive data before outsourcing can reserve information privacy against 

CSP. However, data encoding makes cloud data employment a very challenging task. 

In this paper, we depict and tackle the issue of rated multi-keyword search encoded cloud information while preserving 

privacy in the cloud computing concept same as precise framework. Multi-keyword which select various matches as 

possible of data documents to the search query. We present a search scheme on encrypted cloud data which is secure is 

in the tree form, which allows user to play multi-keyword ranked search on encrypted file documents on cloud. For this 

vector space model is used where term frequency (TF) x inverse document frequency (IDF) together contributing in the 

formation of index and query to support multi-keyword ranked search. 

We build an index based on the term frequency, and we use greedy-depth-first search (GDF search) which gives 

efficient multi-keyword ranked search over the index tree. We are encrypting this index tree and query vector by using 

KNN algorithm. To upgrade the secure multi-keyword search from basic multi-keyword ranked search, we proposing 
enhanced multi-keyword ranked search. And also proposing ways for owner to dynamic updates such as update and 

deletion of the file from the cloud. 

 

II.   RELATED WORK 

 

 K REN et al [1] In this paper the authors worked on very severe security challenges that may be faced when 

outsourcing sensitive data to the cloud such as computation outsourcing security, Data outsourcing security, Access 

control, Trustworthy service metering, Security overhead and many. By learning these a investigation can be done to 

surpass these problems. They listed some challenges can appear while outsourcing data to in reality are summarized 

below. 

Mehmet Kuzu et al. [4]. In this paper, the author suggest a scheme for similarity seek over encrypted information. To 
accomplish that, we utilize a state-of- theart set of rules for immediate near neighbor seek in excessive dimensional 

spaces called locality touchy hashing. To make sure the confidentiality of the touchy statistics, we provide a rigorous 

security definition and prove the security of the proposed scheme beneath the supplied definition. Further, we provide a 

real global utility of the proposed scheme and affirm the theoretical results with empirical observations on a real 

dataset. 
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wei Zhang et al.  [9] For privacy issues, comfortable searches over encrypted cloud records encouraged several 

researches underneath the single owner model. However, maximum cloud servers in practice do no longer just serve 
one proprietor, instead, they assist more than one proprietors to share the benefits brought through cloud servers. In this 

paper, the authors suggested schemes to deal with secure multi-key-word ranked search in a multi-owner model. To 

enable cloud servers to perform secure seek without knowing the actual information of both key phrases and trapdoors. 

They systematically assemble a novel at ease search protocol. To rank the search results and hold the privacy of 

relevance scores among keywords and files, they advised a singular Additive Order and privacy preserving feature 

family. Vast experiments on actual-global datasets affirm the efficacy and performance of their proposed schemes. 

 

III. SYSTEM DESIGN AND IMPLEMEMNTATION 

 

The Architectural model entails 3 extraordinary entities:  Data owner, cloud server and data user, as illustrated in Fig 1. 

  

 
Fig. 1 A ranked index-tree multi-keyword query search scheme over encrypted data 

 

A. Modules description: 

DATA OWNER 

Owner of the data has a collection of documents F = {f1; f2;…..; fn} that he wants to outsource to the cloud server in 

encrypted form at the same time as still maintaining the functionality to go looking on them for effective usage. In our 

scheme, the owner builds a cozy searchable tree index I from report series F, after which generates an encrypted file 

series C for F. Afterwards, he outsources the encrypted collection C and the relaxed index I to the cloud server, and 

securely distributes the important thing records of trapdoor generation (including keyword IDF values) and document 

decryption to the authorized users of data. Beyond this, the owner of the data is answerable for the update operation of 

his documents stored inside the cloud server. For updating, he generates the replace information regionally and sends it 

to the server. The owner of the data is also allowed to remove any files belongs to him locally, we call it as deletion of 
file. 

 

DATA USER 

Data users are registered and legal ones to have access to the documents of owner of the data. The authorized user 

make query to the server by t key-words. With these, authorized person can generate a trapdoor TD according to go 

looking control mechanisms to fetch k encrypted documents from cloud server. Then, the data user can decrypt the 

documents with the shared secret key and view the documents. 

 

CLOUD SERVER 

Cloud server is able to accumulate the encrypted document collection C and the encrypted searchable tree index I for 

owner of the data. Upon receiving the trapdoor TD from the statistics person, the cloud server executes search over the 

index tree I, and finally returns the corresponding collection of top-k ranked encrypted files. Except, upon receiving the 
replace facts from the information owner, the server wishes to update the index I and record collection C consistent 

with the received statistics. 

 

B. PROPOSED SCHEME 

 

1.GENERATION OF INDEX TREE 

On this phase, we talk about the scheme primarily based on unencrypted and dynamic ranked multi-keyword search 

(UADRMS) scheme, two cozy search schemes are built further which are enhanced form of this scheme. 
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Firstly we generate a node of tree for every document within the collection. These nodes are made as leaf nodes of the 

index tree. Then, the inner tree nodes are created based on those leaf nodes. The formal generation process of the index 
is depicted in algorithm Build-Index algorithm used in earlier schemes. 

 

a. Enhanced dynamic ranked multi-keyword search (EDRMS) 

The safety evaluation above shows that the BDRMS scheme can protect the Index Confidentiality and question 

Confidentiality in the recognized cipher text model. However, the cloud server is able to hyperlink the identical seek 

requests by way of tracking direction of visited nodes. In addition, in the regarded history version, it is miles possible 

for the cloud server to discover a key-word as the normalized TF distribution of the key-word can be precisely acquired 

from the very last calculated relevance rankings. The primary reason is that the relevance rating calculated from Iu and 

TD is precisely same to that from Du and Q. A heuristic technique to in addition improve the safety is to interrupt such 

genuine equality. As a result, we can introduce some tunable randomness to disturb the relevance score calculation. In 

addition, to in shape one-of-a-kind customers’ alternatives for better correct ranked results or better protected keyword 

privacy, the randomness are set adjustable 
 

The improved EDRMS scheme is almost the same as BDRMS scheme besides that: 

 SK ← Setup() in this set of rules, we set the secret vector S as a m-bit vector, and set M1 and M2 are (m + m′) × (m 

+ m′) invertible matrices, where m′ is the range of phantom terms. 

 I ← Gen_Index(F; SK) before encrypting the index vector Du, we make bigger the vector Du to be a (m+m′)- 

dimensional vector. Each prolonged element Du[m+j], j = 1; :::;m′, is ready as a random number "j . 

 TD ← Gen_Trapdoor(Wq; SK) The query vector Q is prolonged to be a (m + m′)-dimensional vector. Many of the 

extended elements, some of m′′ elements are randomly chosen to set as 1, and the rest are set as zero. 

  Relevance_Score ← SRScore(Iu;TD) After the execution of relevance assessment with the aid of cloud server, the 

very last relevance score for index vector Iu equals to Du · Q +Σ∈v, wherein v ∈ Q[m + j] = 1. 

 

2. SEARCHING FOR FILE USING KEYWORDS 

The search process of the UADRMS scheme is a recursive process upon the index tree, called as Greedy Depth first 

search (GDFS) algorithm. We assemble a result listing denoted as RList, whose element is defined as ⟨RScore; FID⟩. 
here, the RScore is the relevance score of the report fFID to the query, that's calculated in step with formulation (1). 

The RList shops the   k accessed files with the most important relevance rankings to the query. The factors of the listing 

are ranked in descending order in step with the RScore, and may be updated well timed for the duration of the hunt 

technique.  

 

Following are a few different notations, and the GDFS set of rules is defined below. 

 l_child – the child node of a tree node with decrease relevance score. for the reason that feasible biggest relevance 
rating of documents rooted with the aid of the node u can be predicted, best part of the nodes in the tree are accessed 

for the duration of the search process. 

 R_Score(Du;Q) – The feature to calculate the relevance score for query vector Q and index vector Du saved in node 

u, that's defined in formula (1). 

 kth_score – The smallest relevance score in current RList, that is initialized as 0. 

 h_child – the kid node of a tree node with higher relevance rating. 

 

IV. EXPERIMENTAL RESULTS 

 

 
Fig. 2 Encryption of files 
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Fig. 2 Decryption of files and view content 

 

Before outsourcing or downloading the files the user has to be registered. The owner after completing pre-processing 

things. The files containing sensitive data to be outsourced and index for these files are encoded as shown in fig.2 and 

outsourced to the cloud. The authorized user first requests for trapdoor information, and query is generated by 

searching for keyword. At the cloud server, the top k files matching for query keyword are fetched and made available 

to user. Now the user uses the trapdoor information to decode the files and view information as shown in fig.3. 

 

V. CONCLUSION AND FUTURE SCOPE 

 

In this project, gives a secure way to outsource the sensitive data to the cloud, and a multi-keyword search scheme 

securely and successfully searches for the top k files containing multi-keywords given by the user and returns the files. 

Which also performs the dynamic operations such as update and delete of the documents from the cloud.For this work 
we construct a keyword based ranked index tree and endorse a “greedy depth-first seek” algorithm to achieve higher 

performance than linear search. 

The outsourcing sensitive files are encrypted to be secure. Presently the proposed scheme works on storing and 

retrieving the encrypted data to/from single cloud. This can be extended to two/many clouds that the replica of original 

data resides on multiple clouds hence the security level increases. 
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